DRIVING INTO THE FUTURE:
REGULATING DRIVERLESS
VEHICLES IN AUSTRALIA

Driverless technology is coming and it is not waiting
for lawmakers to come along for the drive.

1

EXECUTIVE SUMMARY
Once confined to the realms of science fiction, driverless vehicles are coming to Australian roads. They could
transform our lives, most significantly by reducing, or even eliminating, accidents caused by human error.
They could mean greater mobility for people who cannot obtain a licence to drive, such as the elderly, the
disabled and children. They could also reduce congestion on our roads by ensuring steady traffic flow, while
remote parking could free up car parking spaces in urban areas for higher value uses. Finally, once we have
vehicles that don’t need a human driver to monitor the driving task or be ready to intervene, we could enjoy
better productivity and lifestyles because we could use the time we spend concentrating on driving to do
other things.
To capture these potential benefits, Australian Governments should ensure our legal framework supports
the testing, introduction and safe operation of driverless vehicles (more correctly described as automated
vehicles).
The legal framework must also acknowledge their potential risks. The recent tragic fatality of a driver of
a Tesla vehicle in autopilot mode highlights the development risks associated with the introduction of
automated vehicles. Of course, users of new technology elect to do so, and have the benefit of instructions
for use and warnings, but it is only a matter of time before an automated vehicle causes the death or injury
of someone who does not. Accordingly, Australian Governments must satisfy themselves that risks to public
safety are managed appropriately before allowing automated vehicles to be tested and used on public roads.
However, unnecessary delay by Australian Governments in creating a suitable regulatory environment
for automated vehicles could obstruct the significant safety, productivity, mobility and other benefits that
automated vehicles offer.
In May 2016, the National Transport Commission released a Discussion Paper on regulatory options for
automated vehicles. The Discussion Paper identifies some regulatory barriers to automated vehicles based
on an extensive audit of Commonwealth, State and Territory legislation, and suggests some options to
address these barriers.
This report builds on the good work of the National Transport Commission. It considers options it proposed,
puts forward further options, and makes a number of recommendations.

RECOMMENDATIONS
1.		 It would be sensible to immediately amend the Australian Road Rules and other laws that use the
concepts of “driver” and “driving” to clarify, for Conditionally Automated (Level 3) vehicles, that the
person sitting in the driver’s seat is still driving the vehicle when the automated driving system is
operating. The interpretation of “proper control” may also need to be adjusted as it may cease to be
necessary for a human driver to have his or her hand on the steering wheel at all times in order to be
ready to resume control of a Conditionally Automated vehicle when requested by the automated driving
system.
2.		 For Conditionally Automated (Level 3) vehicles, there is no reason why legal responsibility for traffic		
infringements and crashes shouldn’t remain with the human that is sitting in the driver’s seat and ready
to resume control if necessary or if requested by the automated driving system.
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3.		 As we move to Highly Automated (Level 4) and Fully Automated (Level 5) vehicles, the need for a
driver, as traditionally understood, may gradually disappear. At this point, it may be necessary to
redefine the concepts of “driver” and “control”, and consider the impact of these changes on issues such
as the obligations to comply with road rules and the like. Decisions made about these issues will in turn
have flow-on effects for:
(a) the road rules, and the consequences which result when they are breached;
(b) the apportionment of liability for motor vehicle accidents between driver, insurer and vehicle
suppliers and manufacturers; and
(c) the scope and operation of current schemes for compulsory insurance and deemed liability
compensation for motor vehicle accidents.
4.		 Lawmakers may wish to consider whether liability for crashes caused by a failure of the automated
driving system should be borne by:
(a) the registered operator of the vehicle;
(b) the individual that is operating the vehicle at the time, including if that person is operating the vehicle
other than from the driver’s seat; or
(c) the natural person or corporation that manufactures, supplies, installs and/or maintains the
automated driving system.
		 The answer to this question may well be different at stages 3, 4 and 5.
5.		 At this early stage, and consistent with recommendation 2, we do not believe that there is a need to
pass special laws to regulate liability arising from automated vehicles. Further, to the extent that it is
alleged that an accident, injury or death is caused by the driving system, Australian product liability law
offers a proven framework for dealing with liability issues arising out of new technologies. There is good
reason to be confident that it will respond appropriately to the liability questions created by the
introduction of automated vehicles.
6.		 The adoption period for automated vehicles is likely to be a long one, and during this transition there
will be a point at which control of the vehicle is shared between the driver and the automated driving
system. However, when the majority of motor vehicles on public roads are Highly or Fully Automated,
a debate will be needed on whether liability for crashes can be imposed on the “at fault” driver as
presently understood. It is possible that for insurance or other reasons legal liability for crashes could be
imposed, in the first instance, on the legal entity that is responsible for the automated driving system (by
supplying or maintaining it). In our view, there is a real difficulty in considering any such laws in advance
of technological developments. Further, they would need to be carefully considered in the context of
the compulsory third party insurance regime (with its reduced scale of damages) established
under Australian motor vehicle accident compensation legislation.
7.		 If a regime of deemed liability for crashes were to be imposed upon manufacturers, suppliers and
maintainers of Highly or Fully Automated vehicles (unless they can demonstrate negligence by the
owner or operator of the vehicle, or the injured party can establish liability under existing product liability
law), Governments would also need to consider:
(a) whether there ought to be required minimum levels of insurance cover for those market participants
in order to protect the public against the adverse consequences of being unable to hold those market
participants to account (eg. due to their insolvency); and
(b) where the injured party is not required to establish fault (or another form of liability) on the part of the
manufacturer, supplier or maintainer, whether a reduced scale of damages (similar to that which
applies to drivers deemed to be at fault pursuant to existing motor vehicle accident compensation
legislation) ought to apply.
		 Under the current system there are economic incentives for some persons injured in motor vehicle
accidents to sue a manufacturer or supplier, rather than the driver, because if they succeed they will
recover higher damages. If the requirement to establish liability in accordance with existing product
liability laws were to be removed without a concurrent capping or limitation of damages, this would
create a considerable disincentive for manufacturers and retailers to bring their products to market.
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8.		 We believe that Australia’s existing privacy laws adequately protect any personal information that may
be generated by automated vehicles, and that there is no need to adjust our existing privacy laws to
deal with such information.
9.		 However, a range of issues concerning the data itself are likely to arise. Manufacturers, insurers , law
enforcement agencies and others will seek access to the data. Ownership of the data may need to be
clarified.
10. Issues concerning cybersecurity attacks to Highly Automated and Fully Automated vehicles will need to
be considered and addressed . New safety standards may be needed to address this risk, and to ensure
automated vehicles can safely communicate with other vehicles and road side infrastructure.
11. Our current laws do not permit automated vehicles to be tested on public roads unless a human driver
has proper control of the vehicle. The limited testing that has occurred on Australian roads so far has
been facilitated by the granting of ad-hoc exemptions or by closing the road to the public during the test.
Even the new legislation in South Australia is based on the granting of conditional exemptions on a
case-by-case basis. This situation is not optimal. Road closures are inconvenient, and the granting of
ad-hoc exemptions will, over the longer term, lead to a patchwork of exemption conditions, and therefore
higher than necessary costs of compliance.
It is probably unrealistic to expect manufacturers to conduct initial (private road) testing in Australia,
given most manufacturers would prefer to conduct initial testing activities at locations that are close to
their engineering and manufacturing facilities. However, an opportunity exists for Australia to provide an
environment in which manufacturers can conduct significant testing on open public roads in a wide variety of
climatic and other conditions. If our States and Territories can reach a unified position on the requirements
that manufacturers must satisfy to conduct such testing and, ultimately, for the vehicles to be registered for
use on our roads by the public, Australia could become one of the first countries in which driverless cars are
widely deployed. This would facilitate not only early access to the road safety, productivity, mobility and other
benefits that driverless vehicles offer, but also the local development of associated industries and know-how
that can be exported around the world.
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Chapter 1

DRIVERLESS VEHICLES
AND THE OPPORTUNITIES
THEY PRESENT
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WHAT ARE DRIVERLESS (OR
AUTOMATED) VEHICLES?
The use of technology and automated
systems to assist drivers is not new. Anti-lock
brakes have been commercially available
since the 1970s. Electronic stability control
systems, which help drivers to avoid crashes
by automatically selecting which wheels to use
for braking when a driver loses control of their
car, became commercially available in the
1990s and are now mandatory in Australia for
newly manufactured passenger vehicles.
Automated driving technologies are becoming
much more sophisticated, and are handling
more and more of the driving task. Cars that
can drive themselves in some situations are
already commercially available. Indeed, it
won’t be too long before we will be able to
buy fully automated or driverless vehicles that
don’t require a steering wheel, or pedals for
accelerating and braking.
The diagram on this page, prepared by the
Australian Driverless Vehicle Initiative (ADVI),
provides a helpful summary of the various
levels of driving automation and ADVI’s
expectations as to when each stage is likely to
be introduced in Australia.1
Automated vehicles can be distinguished
from connected vehicles. Connected vehicles
communicate with nearby vehicles and
infrastructure. An automated vehicle may or
may not also be a connected vehicle.
Australia has pioneered the use of driverless
trucks at large mining operations. While these
driverless trucks operate in a highly controlled
environment on private roads, they interact
with other vehicles, including vehicles driven
by humans.

Source: http://advi.org.au/australia/levels-of-automation/

1

See also SAE J3016 definitions for automated driving.
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THE POTENTIAL BENEFITS
As the technology matures, automated vehicles are expected to become safer than vehicles driven by
humans. According to the chairman of the International Organisation for Road Accident Prevention, more
than 90% of road accidents are caused by human error.2
Of course, as the percentage of vehicles being driven by an automated driving system increases, the
number of accidents caused by a failure of the automated driving system (rather than human error) will
inevitably increase. We may also see more crashes caused by conventional vehicles running into the back
of automated vehicles because automated vehicles do not behave the way that human drivers do. Even so,
automated vehicles are expected to deliver a significant net safety benefit and save hundreds of Australian
lives annually.
Automated vehicles are also expected to reduce journey times and congestion. By communicating with
nearby vehicles and infrastructure, automated vehicles can safely travel closer together at increased speeds,
thereby increasing the vehicle carrying capacity of our roads and reducing journey times. Reducing accidents
caused by human error will also reduce traffic congestion.
Productivity will also improve with the proliferation of Highly and Fully Automated vehicles, as drivers will be
able to do more productive tasks during the times they would otherwise be concentrating on the driving task.
Highly Automated vehicles also have the potential to improve mobility outcomes for many including children,
older people, those suffering from disability and others unable to operate a conventional motor vehicle.
Fully Automated vehicles will be able to drop their passengers off and then proceed to remote parking
locations outside of the CBD until required to make a pick-up. This should reduce the need for on and off
street parking at busy CBD locations and allow this land to be used for higher value purposes. Inner-city
congestion caused by drivers searching for car-parks should also be reduced.
Automated vehicles will also be able to accelerate and reduce speed at more appropriate rates, which will
reduce fuel consumption and emissions, and brake wear.

THE NEED FOR ACTION
To capture these benefits, Australian Governments should create a legal environment that supports the
testing, introduction and safe operation of automated vehicles.
Unnecessary delay by Australian Governments in creating a suitable regulatory environment for automated
vehicles could impede the significant safety, productivity, mobility and other benefits that automated vehicles
offer.

INTERNATIONAL LANDSCAPE
There has been some progress in the international community in regulating the testing and use of automated
vehicles. Countries such as Sweden, Korea, China and Japan are acting to ensure that their automated
industries are at the forefront, and have built or are planning national-scale automated vehicle testing
facilities. Notable developments are canvassed below.

Europe
Following pressure from Germany, Italy and France, the Vienna Convention on Road Traffic 1986 has been
amended to reflect the transition to Conditionally Automated (Level 3) vehicles. Article 8 of the Convention
(which previously required “every driver to control his vehicle at all times”), now permits the use of automated
vehicles, provided a driver is always present and the system can be overridden by the driver.
Steps have been taken by some European countries to legalise the testing and use of automated vehicles on
public roads. In Germany, each Federal State has an exemption regime from road traffic laws, enabling the
operation of automated vehicles for testing on public roads where a licensed driver is present.

2

http://www.alertdriving.com/home/fleet-alert-magazine/international/human-error-accounts-90-road-accidents
(accessed August 2016)
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In Sweden, a proposal for legislative change necessary for large-scale automated vehicle trials has
been presented to the Swedish Minister of Infrastructure and is expected to be passed into law on 1 May
2017. This would create a licensing regime whereby the Swedish Transport Agency will issue permits to
organisations to test automated vehicles on public roads. Test organisations will be required to demonstrate
how they address possible cyber security risks and assume legal responsibility for vehicles operating in
self-driving mode.
In the UK, the Government has declared that the local legal and regulatory environment does not present a
barrier to the testing of driverless cars, with current regulations allowing testing anywhere without any special
permits.

United States of America
While the USA was the first country to legislate for the testing of automated vehicles on public roads, the
absence of a national approach has slowed developments in the industry. State road laws vary significantly
in the USA, and only four states (Nevada, Florida, Michigan and California) currently permit the testing
of automated vehicles on public roads. Each of these states has different testing requirements which has
presented significant barriers for the introduction of automated vehicles into the American market.
Despite this, as at March 2016, Google has undergone significant trials of its fleet of automated vehicles,
clocking up 1.5 million miles of autonomous driving in California, Arizona, Washington and Texas. Google’s
testing fleet includes modified Lexus SUVs and new prototype vehicles that are designed to be fully selfdriving. Google is now recruiting “vehicle safety specialists” to monitor and report on the operation of
its vehicles, coinciding with expanding its on-road trials and a commitment to being a key player in the
automated market.
There are also dedicated testing facilities to allow highly automated vehicles to be safely tested before
testing on public roads. For example, Mcity ‒ a unique test facility developed by the University of Michigan
in conjunction with the Michigan Department of Transportation ‒ provides a safe, controlled environment for
testing automated and connected vehicles before trying them out in real traffic. Mcity has been in such high
demand that a second, much larger facility ‒ the American Center for Mobility ‒ is now being constructed,
also in Michigan. The American Centre for Mobility will also serve as a high technology research and
development facility where companies can lease space for office and research use, garages, and other
amenities. The facility is expected to expand the region’s business capabilities for automotive technology.

Asia
Japan and Singapore have been quick to implement measures to facilitate the transition to automated
vehicle technology in the Asian market.
Japan has been issuing special licence plates to allow testing of automated vehicles on public roads since
2013. In 2016, the Japanese Prime Minister committed US$16.3 million per year to develop maps and other
technologies necessary for automated vehicles, with the view of having automated vehicles on public roads
by 2020.
Singapore has recognised automated vehicles as the “future of transport” and anticipates fully automated
vehicles becoming viable by 2030. Testing of fully automated vehicles on public roads in Singapore is due to
commence in 2016.
Toyota has recently advertised its interest in fully automated technologies after almost half a decade of
remaining silent on the issue. In November 2015, Toyota publicly announced that it would invest $1.8 billion
to study fully automated vehicle technologies. Further, in April 2016 Toyota released a statement asserting its
long-term commitment to fully automated vehicles and stated that it will use three research and development
facilities in America (which includes one new facility) to realise this commitment.
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Chapter 2
THE REGULATION
OF MOTOR VEHICLES
IN AUSTRALIA
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The regulatory environment relating to the use of motor vehicles in Australia is complex.
Under our Constitution, the Federal Government has power to make laws on specified matters only. In contrast
States can make laws with respect to any matter. If a State law is inconsistent with a Commonwealth law, the
Commonwealth law prevails. The specified matters for which the Commonwealth has legislative power do
not include the use of motor vehicles or road safety. Consequently, each State and Territory has its own laws
concerning the use of motor vehicles and in-service vehicle standards, and Commonwealth laws are limited to
the design requirements for new vehicles. Moving forward, if Federal Government felt it necessary to legislate
in this area it might utilise its legislative powers with respect to corporations, telecommunications and external
affairs to do so.

AUSTRALIAN DESIGN RULES
Section 106 of the Australian Consumer Law prohibits a person from supplying consumer goods of a particular
kind if:
►►a safety standard for consumer goods of that kind is in force; and
►►those goods do not comply with the standard.

Our safety standards for road vehicles are documented in the Australian Design Rules (ADRs). The ADRs are
generally performance-based and cover issues such as occupant protection, structures, lighting, noise, engine
exhaust emissions, braking anti-theft controls and a range of miscellaneous items.
The ADRs are administered by the Federal Government under the Motor Vehicle Standards Act 1989 (Cth).
The legislation requires all road vehicles, whether they are newly manufactured in Australia or are imported as
new or second-hand vehicles, to comply with the relevant ADRs at the time of manufacture and supply to the
Australian market. State and Territory laws generally require that vehicles continue to comply with the ADRs
that were in force at the time of manufacture while they are used on roads in that state or territory.

ROAD RULES
Each State and Territory originally enacted its own road safety laws, resulting in inconsistencies between the
various States and Territories.
The National Road Transport Commission attempted to unify road safety laws with the introduction of the
Australian Road Rules. The Australian Road Rules are model laws created in 1999 under agreement that
they would gradually be adopted by all States and Territories (as the Australian Road Rules do not have any
legislative force on their own). However, there are a number of matters in the Australian Road Rules that are
left to each jurisdiction. Further, various States and Territories have modified the Australian Road Rules when
adopting them.

STATE AND TERRITORY LEGISLATION
Each State and Territory has legislation for road management and road safety which promotes safe and
responsible road use and regulates registration and licensing procedures, driver offences, impounding and
infringements.
For example in Victoria, road safety is regulated by the Road Management Act 2004 (Vic) and the Road Safety
Act 1986 (Vic). The equivalent legislation in New South Wales is the Roads Act 1993 (NSW) and the Road
Transport Act 2013 (NSW). In Queensland it is the Transport Operations (Road Use Management) Act 1995.

A SINGLE APPROACH?
Industry would like a single or unified approach to the regulation of automated vehicles in Australia.
Unfortunately, our federal system of government is unlikely to produce this. Rather, the likelihood is that each
State and Territory will separately amend its existing legislation to facilitate the testing and use of vehicles with
increasing levels of automation. Indeed, South Australia has already sought to achieve first-mover advantage
by amending its motor vehicles legislation to facilitate the testing of autonomous vehicles.3 Inconsistent
regulation may present a significant barrier to entry for international manufacturers. There is also a risk that
Australian parliaments will enact laws in response to automated vehicles which are not technology agnostic,
and which ultimately stifle innovation or unnecessarily interfere with the market.
3

See the Motor Vehicles (Trials of Automotive Technologies) Amendment Act 2016 (SA), which amends the Motor Vehicles Act 1959 (SA)
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TO AUTOMATED
VEHICLES
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OUR LAWS PRESENTLY ASSUME THAT VEHICLES
WILL BE DRIVEN BY A HUMAN
A concept that permeates Australian road and vehicle regulation is that of the “driver”.
The Australian Road Rules define the “driver” as the person that is driving or otherwise in control of the
vehicle. A “person” can be a human or a corporation. Read in isolation, the definition of driver could therefore
include, in the case of a vehicle that is operating autonomously:
►►the person that is operating the vehicle in autonomous mode, including when that person is not inside the

vehicle; or

►►the individual or corporation that developed the vehicle’s automated driving system.

However, it is clear from other provisions within the Australian Road Rules that the driver can only be as
traditionally understood (ie. the human that is controlling the vehicle, from the driver’s seat). For example:
►►rules 50 and 55 allow a driver to give a hand signal for changing direction to the right, or for stopping or

suddenly slowing;

►►rule 264 requires the driver to wear a seatbelt unless the driver is reversing the vehicle or exempt from

wearing a seatbelt;

►►rule 287 requires a driver that is involved in a crash to give the driver’s name and address to any other

driver involved in the crash and to other persons in certain circumstances;

►►rule 293 provides that if something falls onto the road from the driver’s vehicle and there is a possibility

that the thing, if left on the road, may injure a person, obstruct the path of other drivers, or damage a
vehicle, the driver must remove the thing, or take action to have it removed, from the road as soon as the
driver can do so safely;

►►rule 299 prohibits a driver from driving a motor vehicle that has a television receiver or visual display unit

in the vehicle operating while the vehicle is moving if any part of the image on the screen is visible to the
driver from the normal driving position or is likely to distract another driver;

►►rule 300 prohibits the driver of a vehicle from using a mobile phone except in specified circumstances; and
►►rule 351 defines “left” and “right” in relation to a driver as the left hand side, and the right hand side,

respectively, of the driver.

Other laws also use the concepts of driver and drive in a similar way.4
As Conditionally Automated (Level 3) vehicles are rolled out, humans will still need to sit in the driver’s seat
and be ready to take over control as and when the need arises. At this level of automation, current laws
and road rules will not require significant amendment. However, it would be sensible to amend the laws and
rules to clarify that the person sitting in the driver’s seat is still driving the vehicle when the automated driving
system is operating.
But as we move to Highly Automated (Level 4) and Fully Automated (Level 5) vehicles, the need for a driver,
as traditionally understood, may gradually disappear. At this point, vehicles will be driven without a human
driver in the driver’s seat, or indeed the ability for vehicle occupants to control the vehicle using traditional
means (such as the steering wheel, pedals, indicators etc). It will then be necessary to redefine the concepts
of “driver” and “control”, and consider the impact of these changes on issues such as the obligations to
comply with road rules and the like.

4

The NTC legislative audit identified 53 Acts and regulations that could be affected by highly and fully automated vehicles, including State and Territory road safety and traffic
regulation, tolling legislation, criminal law and accident compensation schemes, to name a few.
13

PROPER CONTROL WILL NEED TO BE REINTERPRETED
Rule 297 of the Australian Road Rules prohibits a driver from driving a vehicle unless the driver has proper
control of the vehicle. In most States and Territories, “proper control” is currently interpreted by the police to
mean having one hand on the steering wheel.5 This interpretation will obviously need to change as we move
towards Fully Automated (Level 5) vehicles that won’t have a steering wheel or other traditional means of
control. Indeed, it will also need to change for some Highly Automated (Level 4) vehicles, specifically those
that are fully automated but limited in where they can go, as these vehicles will not require a human driver to
be sitting in the driver’s seat and ready to take control in some conditions.
It may also need to change for Conditionally Automated (Level 3) vehicles, as it may not be necessary for a
human driver to have his or her hand on the steering wheel at all times in order to be ready to resume control
of the vehicle when necessary or otherwise requested by the automated driving system.
Proper control will need to be reinterpreted, or rule 297 will need to be amended, to recognise that:
►►a natural person operating the vehicle other than from the driver’s seat can have proper control of the

vehicle when it is operating in highly or fully automated mode; or

►►an automated driving system (and, hence, the natural person or corporation that develops, installs and/or

maintains the automated driving system) can have proper control of a vehicle.

ADRs WILL NEED AMENDMENT
The ADRs presently require a number of human driver features such as a steering wheel, speedometers and
other instrumentation, rear view mirrors and brake pedals. There is no need to amend these ADRs to allow
the introduction of Conditionally Automated (Level 3) vehicles. However, the ongoing need for these features
over the longer term will need to be reconsidered in light of the introduction of automated vehicles that do not
require a human driver. Failure to amend the ADRs to keep pace with technological advances could inhibit
these technologies in Australia.

WHO SHOULD BE RESPONSIBLE FOR THE AUTOMATED DRIVING
SYSTEM?
If we move to laws and road rules that recognise that an automated driving system can drive and/or have
proper control of a vehicle, we will need to consider who should be legally responsible for the automated
driving system if it infringes the laws or road rules, or causes an accident.
►►Should it be the human that is operating the vehicle at the time? What if the vehicle is Fully Automated

(Level 5) and there are no passengers in it at the time?

►►Should it be the registered operator of the vehicle?
►►Or should it be the manufacturer or supplier of the vehicle or the automated driving system? What if the

automated driving system has been maintained or modified by someone other than the original supplier or
installer? Would it then become the person or entity that maintained or modified the automated driving
system?

For Conditionally Automated (Level 3) vehicles, there is no reason why legal responsibility shouldn’t remain
with the human that is sitting in the driver’s seat, monitoring the driving task and ready to resume control if
necessary or if requested by the automated driving system. As suggested above, a simple amendment to the
road rules and other laws could clarify that this person continues to drive and have proper control of the
vehicle while the automated driving system is operating.
As we move to Highly Automated (Level 4) and Fully Automated (Level 5) vehicles, lawmakers may wish to
consider whether responsibility for failures of the automated driving system should be borne by:
►►the owner of the vehicle;
►►the human that is operating the vehicle at the time, including if that person is operating the vehicle other

than from the driver’s seat; or

►►the natural person or corporation that supplies and/or maintains the automated driving system.
5

NTC Discussion Paper, Regulatory options for automated vehicles, May 2016, p47.
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CHALLENGES FOR LAW ENFORCEMENT AGENCIES
Our suggested approach would also address the challenges for law enforcement agencies raised in the NTC
report.
Consider this example from the NTC report:
Barbara is the owner of an automated vehicle registered in her name. Barbara drives onto a
motorway and sets the vehicle to ‘highly automated’. Unfortunately, the vehicle enters a temporary
speed zone associated with some road works where the legal speed limit drops from 100km/h to
80km/h. The automated driving system fails to recognise the variable speed sign and the police
intercept the vehicle.
The manufacturer of the vehicle has acknowledged its responsibility for compliance with the road
rules when the vehicle is operating in highly automated mode on a motorway.
The NTC report suggests that because the automated driving system was driving and in control of the
vehicle at the relevant time and has acknowledged its responsibility for compliance with the road rules when
operating in highly automated mode on a motorway, the speeding ticket could be issued to the manufacturer,
not Barbara.
It then poses a number of questions that would arise out of such a scenario, including
►►How do the police know that it was the automated driving system and not Barbara in control of the vehicle

at the time of the speed infringement?

►►Is there a communications interface that can tell the police that the automated driving system was driving

at the time, or do the police issue the speeding ticket to Barbara or the manufacturer, and leave it up to the
parties to demonstrate who was responsible after the fact?

►►How does this scenario change if the speeding infringement was identified by a fixed speed camera?

The last question identifies the path through this particular issue. The police can simply adopt a similar
approach to that which is presently used for speeding infringements identified by fixed speed cameras. The
police will not wish to be burdened with the task of working out who was driving or in control of the vehicle.
If they stop a Conditionally Automated (Level 3) vehicle at the time of the infringement following detection
by a mobile speed camera, they can issue the ticket to the human that is operating the vehicle ‒ in this case
Barbara. If the vehicle is Highly Automated (Level 4) or Fully Automated (Level 5) and the police are not sure
who was in control of the vehicle at the time of the infringement, the police can simply issue the ticket to
the registered operator of the vehicle (Barbara), as presently occurs with fixed speed cameras. The burden
would then fall on the registered operator to:
►►demonstrate to the relevant law enforcement agency that another human or the automated driving

systems was driving or controlling the vehicle at the relevant time; or

►►pay the fine and seek to recover the amount paid from the legal entity that is responsible for the

automated driving system as a result of supplying or maintaining it.
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Much of the discussion surrounding autonomous vehicles has focused on the question of liability where an
automated vehicle is involved in an accident causing property damage, personal injury or death to either
the driver, vehicle occupants, or third parties such as the occupants of other vehicles or pedestrians. This
discussion is closely related to insurance considerations given the compulsory third party (CTP) insurance
regime (which is discussed in the next chapter).
While questions of both civil liability and criminal liability arise (could, for example, the driver of a Highly
or Fully Automated vehicle be guilty of dangerous or reckless driving?), the focus of this chapter is on civil
liability, and in particular:
►►whether prima facie liability for loss caused as a result of an accident involving an automated vehicle

should remain with the “at-fault” driver or operator; and

►►the related question of product liability ‒ that is, the liability of manufacturers and suppliers of automated

vehicles.

These questions have been squarely raised following the recent tragic death of a driver using the “Autopilot”
feature of the Tesla Model S.
Modern vehicles already involve a degree of automation, from airbags to anti-lock brakes, to more modern
technology such as auto-parking assistance, adaptive cruise control and automatic braking. As the proportion
of vehicles being driven either wholly or partially by an automated driving system increases, accidents
caused by a problem with the automated driving system, or with the road signage, lane markings and other
road infrastructure on which such systems rely, will almost certainly increase. People who suffer loss as a
result of such accidents will wish to be compensated by those responsible.
The question is whether the current Australian product liability regime can handle claims arising from
such accidents where it is alleged that the accident was caused by a defect or failure of the vehicle or the
automated driving system.
The principles which underpin Australia’s product liability laws are well established, and offer a proven
framework for dealing with complex liability issues arising out of new technologies. Indeed, the law of
negligence emerged from a product liability case involving a snail in a soft drink bottle, and has evolved
alongside both technological and societal developments to allow courts to decide the question of liability in
cases involving highly complex products.
Therefore, while the introduction of autonomous cars will raise interesting questions to be decided by the
courts based on the facts of each particular case, there is good reason to be confident that existing laws will
respond appropriately as the level of automation increases.

IS A NEW APPROACH TO PRIMA FACIE LIABILITY REQUIRED?
If a human driven vehicle causes an accident, it is the driver of the at fault vehicle that is liable to persons
who are injured or suffer property damage as a result of the accident. The driver typically has insurance to
cover such liability. The driver (and his or her insurer, via rights of subrogation) may subsequently seek full or
partial contributions from others that have contributed to the accident, including the vehicle manufacturer or
seller where it is alleged that the accident was caused by a defect or failure of the vehicle or the automated
driving system.
However, it has been suggested by some that automated vehicles could change this. Assuming that at the
time of an accident the automated driving system was controlling the vehicle’s direction and speed, and was
fully responsible for monitoring the driving environment and reacting to any dangers, it has been argued that:
►►it is the automated driving system, rather than the human operator, that is in control of the vehicle at the

time of the accident; and

►►the person or entity responsible for the automated driving system (ie. the supplier, or maintainer of the

automated driving system) should be prima facie responsible for the accident.
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Who should be responsible for the automated driving system?
If that proposition is accepted, the next question is who should be the person or entity responsible for the
automated driving system?
As already mentioned, for Conditionally Automated (Level 3) vehicles, there is no reason why legal
responsibility shouldn’t remain with the human that is sitting in the driver’s seat and ready to resume control
if necessary or if requested by the automated driving system.
As we move to Highly Automated (Level 4) and Fully Automated (Level 5) vehicles, lawmakers may wish to
consider whether responsibility for failures of the automated driving system should be borne by:
►►the registered operator of the vehicle;
►►the human that is operating the vehicle at the time, including if that person is operating the vehicle other

than from the driver’s seat; or

►►the natural person or corporation that supplies and/or maintains the automated driving system.

The position may be further complicated if, as automated vehicles develop, their operation is facilitated by
third party service providers (for example, providers of mapping or traffic information).
The adoption period for automated vehicles is likely to be a long one, and during this transition there will be
a point at which control of the vehicle is shared between driver and system. However, when we reach the
situation where all motor vehicles on public roads are Highly or Fully Automated, a debate will be needed on
whether liability can be imposed upon the “at fault” driver as presently understood. It is possible that legal
liability for traffic infringements and accidents could be imposed, in the first instance, on the legal entity that
is responsible for the automated driving system (by supplying or maintaining it). In our view, there is a real
difficulty in considering any such laws in advance of technological developments. Further, they would need
to be carefully considered in the context of the (CTP) insurance regime (with its reduced scale of damages)
established under Australian motor vehicle accident compensation legislation.
Therefore, until Highly and Fully Automated vehicles achieve this level of market penetration, we consider
the human that sets the vehicle to “automated” mode, and sits in the driver’s seat ready to respond to a
request to intervene, is the person responsible for the automated driving system at the time of any accident.

Deemed liability?
If a regime of deemed liability for crashes was ultimately imposed upon manufacturers, suppliers and
maintainers of Highly or Fully Automated vehicles (unless they can demonstrate negligence by the owner
or operator of the vehicle, or the injured party can establish liability under existing product liability law),
Governments would also need to consider:
►►whether there ought to be required minimum levels of insurance cover for those market participants in

order to protect the public against the adverse consequences of being unable to hold those market
participants to account (eg. due to their insolvency); and

►►where the injured party does not have to establish fault (or another form of liability) on the part of the

manufacturer, supplier or maintainer (see discussion below), whether a reduced scale of damages (similar
to that which applies to drivers deemed to be at fault pursuant to existing motor vehicle accident
compensation legislation) ought to apply.

Under the current system there are economic incentives for some persons injured in motor vehicle accidents
to sue a manufacturer or supplier, rather than the driver, because if they succeed they will often recover
higher damages than would be the case under the motors accidents scheme. If the requirement to establish
liability in accordance with existing product liability laws was removed without a concurrent capping or
limitation of damages, this would create a considerable disincentive for manufacturers and retailers to bring
their products to market.
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AUSTRALIAN PRODUCT LIABILITY LAW
The law in Australia concerning the liability of those involved in the manufacture, sale and use of vehicles
and other products that can cause harm is well established. Australian product liability law is a mixture of tort
law, contract law and legislation. A person who claims to have been injured or who has otherwise suffered
loss or damage may (depending on the circumstances) commence an action for compensation on the
following bases:
►►the common law tort of negligence (which is fault-based);
►►contract; and
►►breach of provisions of the Australian Consumer Law (ACL).

Typically, product liability claims will involve causes of action based on negligence and various provisions of
the ACL, as claims in contract can only be brought by a party to the contract.

Negligence
It is generally accepted that the manufacturer of a product owes a duty of care to purchasers and users
to safeguard them against the foreseeable risks of injury when using the product as intended. Generally
speaking, retailers also have a duty to guard against those dangers known to it or which it has reasonable
grounds to expect.
In the case of a car, this duty extends not only to the purchaser of the car but may also include others who
the manufacturer should have reasonably been aware may be harmed by the car, such as passengers
and other road users. This means that, in respect of the design and quality control of a motor vehicle, the
manufacturer has a duty both to design and manufacture the vehicle with a degree of care appropriate to the
dangers attendant upon its use so as to minimise the risk of injury, as well as to warn prospective users of
its dangerous propensities (if any). If there are latent dangers in a product, the manufacturer has a duty to
provide adequate warnings and directions for use.
Whether a manufacturer has exercised reasonable care will often require an examination of the state of
technical and scientific knowledge at the time the vehicle was manufactured and distributed. The greater the
risk of injury from the product, the greater the thoroughness of the research and testing required.
Importantly, manufacturers and suppliers of motor vehicles owe a continuing duty to purchasers and others
to take reasonable care to prevent the vehicle from causing harm, including after the vehicle is sold. Failure
to recall a vehicle which may cause harm may amount to negligence and give rise to the obligation to pay
compensation to persons suffering injury, loss and damage as a result.

Contract law
Contract law is relevant because the contract under which a vehicle is sold may include express or implied
warranties from the seller regarding the capabilities of the vehicle’s automated driving system, or the vehicle
more generally. If the automated driving system proves to be less capable than warranted, the seller could
be liable for breach of contract.
The terms of the contract of sale will also be relevant to the extent that the manufacturer or retailer seeks
to limit their liability through limitation of liability clauses, acknowledgements and warnings (see discussion
below).

The Australian Consumer Law
Finally, the ACL imposes a number of statutory warranties and guarantees on the supply of consumer goods
(goods that are ordinarily acquired for the personal, domestic or household use or consumption). The ACL
expressly includes motor vehicles within the definition of consumer goods.
Part 3-2 of the ACL imposes a number of statutory guarantees on manufacturers, such that they are directly
liable to consumers for:
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►►goods which do not correspond with their description;
►►goods of unacceptable quality;
►►goods unfit for a stated purpose; and
►►non-compliance with express warranties.

Further, under the Part 3-5 of the ACL, manufacturers will be held strictly liable directly to consumers for
injury or property damage suffered as a result of a defective product. This strict liability regime removes the
need for a consumer to establish negligence on the part of the manufacturer. Goods are considered to be
defective if their safety is not of a standard that persons generally are entitled to expect. The ACL provides
that in determining the extent of the safety of goods, regard is to be given to all relevant circumstances,
including:
►►the manner in which, and the purposes for which, they have been marketed;
►►their packaging;
►►the use of any mark in relation to them;
►►any instructions for, or warnings with respect to, doing, or refraining from doing, anything with or in relation

to them;

►►what might reasonably be expected to be done with or in relation to them; and
►►the time when they were supplied by their manufacturer.

Importantly, there are a number of defences to an action based on a claim that goods have a safety defect.
These include:
►►the defect alleged did not exist when goods were supplied by the manufacturer;
►►the goods were defective only because there was compliance with a mandatory standard (this would

include any relevant Australian Design Rules);

►►the state of scientific or technical knowledge at the time the goods were supplied was not such as to

enable the defect to be discovered (the so-called “development risk” or “state of the art” defence); or

►►in the case of the manufacturer of a component used in the product, the defect is attributable to the design

of the finished product or to any markings, instructions or warnings.

Relevant considerations
The outcome of any particular product liability claim will depend upon the cause of action relied upon and
the facts and circumstances of that case. Questions to be explored by the court in determining liability in a
particular case could include:
►►the circumstances of the accident:

»»who or what was driving or in control the vehicle at the time of the accident;
»»whether the owner of the vehicle provided adequate instruction regarding the capabilities of the vehicle
to the operator;

»»whether any in-car audio or visual instructions or warnings were deployed;
»»whether the operator was adequately monitoring the situation and sufficiently ready to take back driving
responsibility if necessary;

»»the interaction of the automated vehicle with its surroundings, including any lane markings or other
infrastructure maintained by road authorities; and

»»the actions of third parties;
►►the condition of the vehicle:

»»whether the vehicle was subject to either design or manufacturing defects;
»»whether any unauthorised modifications had been made to the vehicle; and
»»whether the vehicle had been properly maintained in accordance with manufacturer’s instructions;
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►►the written and oral representations made by the manufacturer or retailer regarding the capabilities of the

vehicle, including;

»»instructions for use, markings and warnings; and
»»product advertising;
►►whether the risk of the automated driving system failing in the manner it failed were known to the

manufacturer and, if so, whether the manufacturer took sufficient steps to eliminate, reduce, or warn of the
risk;

►►whether the manufacturer failed to adequately test the vehicle prior to offering it for sale;
►►whether, having regard to the state of technology at the relevant time, further testing would have revealed

the problem; and

►►the role Government chose to play in the testing process ‒ did the Government ask for level of testing

and, if so, should it have identified that the testing was inadequate?

The above list is not intended to be exhaustive, but rather to demonstrate that the question of liability will
necessarily be complex, and will often involve a consideration of the actions of multiple factors and parties.

CAN MANUFACTURERS LIMIT THEIR LIABILITY?
While some manufacturers have expressly stated that they will accept liability for traffic infringements or
accidents caused by a failure of their automated driving system in certain circumstances, we do not expect
this approach will be widely adopted.
There are a number of mechanisms that manufacturers may employ to limit their liability to owners and
operators following the release of automated vehicles. First and foremost will be the use of instructions,
written warnings, acknowledgements and in-vehicle warnings to the effect that the operator of the vehicle
should monitor the driving environment and/or the automated driving system at all times and be ready to
respond appropriately either of their own initiative or to a request by the system to intervene. The recent
statement by Tesla is instructive6:
“It is important to note that Tesla disables Autopilot by default and requires explicit acknowledgement
that the system is new technology and still in a public beta phase before it can be enabled. When
drivers activate Autopilot, the acknowledgement box explains, among other things, that Autopilot
“is an assist feature that requires you to keep your hands on the steering wheel at all times,” and
“you need to maintain control and responsibility for your vehicle” while using it. Additionally, every
time that Autopilot is engaged, the car reminds the driver to “Always keep your hands on the wheel.
Be prepared to take over at any time”. The system also makes frequent checks to ensure that the
driver’s hands remain on the wheel and provides visual and audio alerts if hands-on is not detected.
It then gradually slows down the car until hands-on is detected again.”
The courts will not look at warnings and instructions in isolation. For example, what if the marketing material
suggests that operators can relax, read or go to sleep? What if the marketing material and instructions
for use include warnings, but experience shows that human drivers will use the technology inconsistently
with such statements or warnings? A brief YouTube search turns up a number of videos of drivers using
automated vehicles without their hands on the wheel. What if additional vigilance controls could have been
included in the vehicle to ensure that the human driver remains in the minimum cognitive state of awareness
needed to intervene appropriately when required to do so?

6

www.teslamotors.com/en_AU/blog/tragic-loss?redirect=no
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I’VE BEEN SOLD A LEMON! PUFFERY OR PROMISE — THE
IMPORTANCE OF ADVERTISING
With the introduction of new technology there is often a rush by proponents to emphasise the potential
benefits. Unsurprisingly, there is a degree of hyperbole regarding the promise of automated vehicles, be it in
respect of safety, who may operate them, what the operator may do while the vehicle is in motion (surf the
web! take a nap!).
We have discussed above the relevance of marketing and other statements by suppliers and manufacturers
in the court’s assessment of what constitutes both “acceptable quality” and “the extent of the safety of goods”
for the purposes of the ACL. It is therefore important that advertising for automated vehicles:
►►is consistent with the instructions for use and safety warnings for the vehicle; and
►►does not create a gap between the promise of the technology, and what it can in fact deliver.

Advertising which depicts activities that are inconsistent with the safe operation of the vehicle could
undermine the defence of a product liability claim, while advertising which creates a gap between consumer
expectations and the capabilities of the product could give rise to a claim that the product was not of
“acceptable quality” and therefore in breach of the statutory guarantee.
Consumers who are ultimately disappointed that the promise of autonomous travel is not matched by the
reality could also bring an action alleging misleading or deceptive conduct. Section 18(1) of the ACL provides
that a person must not, in trade or commerce, engage in conduct that is misleading or deceptive or is likely to
mislead or deceive. While a person may not claim compensation for personal injury or death resulting from a
contravention of section 18(1), there is a long history of claims brought in respect of product advertising.
In short, it will be important for manufacturers and retailers to manage the expectations of consumers as to
both the capabilities of automated vehicles, and what occupants may do while in an automated vehicle.
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The introduction of automated vehicles would likely have a significant impact on the insurance market from
the combination of:
►►changes to the extent of, and driver responsibility for, liability arising from motor vehicle accidents (for the

reasons outlined in the previous chapter);

►►increasing manufacturer/retailer liability for motor vehicle accidents (due to product defects potentially

being the primary cause of accidents);

►►new stakeholders potentially becoming liable for motor vehicle accidents (eg. road owners/operators);
►►the potential emergence of new risks in the context of motor vehicle use (eg. malicious interference with

the functioning of automated vehicles by the hacking of map operators, automated vehicle manufacturers,
individual automated vehicles, etc.), which also potentially impacts insurances other than motor vehicle
insurance; and

►►the potential emergence of new sources of liability for motor vehicle manufacturers (eg. potential liability

for consequential loss of third parties arising from product defects).

Some of these matters will likely disrupt the existing regimes established for motor vehicle insurance in each
State and Territory. As a result, it may become necessary to amend existing statutory insurance regimes
and to introduce new legislation to protect the community against risks arising from the use of automated
vehicles.

INSURANCE FOR AUTOMATED VEHICLE TRIALS
Public and product liability insurance is expected for the undertaking of trials of automated vehicles,
particularly where trials are undertaken on public roads. The level and scope of the insurances required
would need to be to the satisfaction of each State and Territory Government. Additional insurances may
be required if, for example, a person trialling an automated vehicle cannot persuade its insurer to remove
common exclusions in public and products liability insurance policies which might undermine the value of
those policies in connection with the testing of the vehicle (eg. electronic data exclusions).
The recently enacted South Australian legislation for trials of automated vehicles requires a person
authorised to undertake an trial to have in force a policy of public liability insurance indemnifying the owner
and any authorised driver or operator of the vehicle in respect of their liability to others for death or bodily
injury or damage to property caused by, or arising out of, the use of the vehicle on a road.7 The Minister has
the power to require other policies of insurance in relation to the trial.
At least three states in the US ‒ California, Florida and Nevada ‒ have required that manufacturers either
have a $5 million public liability insurance policy, take out a $5 million bond or make a $5 million deposit as
proof of financial responsibility.
The reason behind the financial amount set by the United States legislatures does not appear clear,
particularly given that at the moment there is no evidence that automated vehicles will be any more
dangerous than other normal vehicles.
For manufacturers of automated vehicles, liability insurance policies which are already available in the
market may be sufficient to deal with the trialling of automated vehicles (provided that such insurance
policies are not so narrow to exclude liability for automated vehicles).
It may be that additional insurance policies are required between manufacturers and insurance companies
to ensure the trial periods are covered by the relevant insurance policies. However, each State and
Territory Government will need to make sure the insurance levels prescribed are not detrimental to allowing
manufacturers testing their vehicles within Australia.
Government and non-government organisations involved in the trial of automated vehicles will separately
need to consider their own insurance arrangements with respect to liability risks.

7

Motor Vehicles Act 1959 (SA), section 134H.
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INSURANCE FOR AUTOMATED VEHICLES ROLL-OUT
Insurances will also be required by drivers or owners, and possibly by manufacturers and retailers, for use of
automated vehicles on public roads.
Each State and Territory currently has a compulsory third party (CTP) insurance regime. The schemes are
different in each State and Territory, but they generally do more than protect drivers against liability. By
making the insurance compulsory and ensuring that one or more CTP insurers are liable in the event of
injury to a third party arising from a motor vehicle accident, the CTP insurance regimes provide a level of
protection to the community at large by ensuring that liability for the care of victims of motor vehicle accidents
rests with an insurer that is capable of meeting those liabilities.
In most jurisdictions, CTP insurance regimes operate on the basis that, in the case of most motor vehicle
accidents, there is a driver who is at fault. Where there is no driver who is at fault, or it is not possible to
determine the driver who is at fault, the CTP insurer(s) of any vehicles involved in an accident will typically
become liable for the consequences. In effect, the cost of this regime is borne by motor vehicle owners,
approximately the same group of people whose collective liability is covered, through the payment of
premiums to CTP insurers.
Regulatory changes to CTP regimes may become necessary to ensure that individuals who suffer injuries
as a result of automated vehicle accidents are no worse off than they would be as a result of motor vehicle
accidents under the existing CTP regimes. This may require changes in at least two areas:
►►First, existing legislation which attributes liability to CTP insurers by reference to “at fault” drivers may

need to be amended depending on how the concepts of driver and proper control are applied to owners
and operators when a vehicle is operating autonomously.

►►Second, as it becomes increasingly likely that liability for a motor vehicle accident will ultimately be

attributed to manufacturers or retailers of automated vehicles (eg. because of product defects) as opposed
to individual drivers (eg. due to negligence), it may become necessary to change or replace existing CTP
insurance regimes to improve efficiency and fairness. Continued operation of the current regimes will likely
result in vehicle owners bearing an increasingly large proportion of the manufacturers’ or retailers’ liability
for product defects. Over time, it may be more appropriate to introduce a regime which more efficiently
shares the costs of liability for injury to third parties between manufacturers/retailers and owners/operators
of automated vehicles.

The wordings for existing motor vehicle insurance policies available in the market (both “at fault driver”
covers under CTP and comprehensive motor vehicle insurance policies) may need to be updated to ensure
that owners and operators of automated vehicles are covered the automated driving system is driving the
vehicle. However, this is a matter which is likely capable of being resolved by the insurance industry without
legislative intervention.
For manufacturers, retailers and other service providers in connection with automated vehicles (eg. map
operators, etc), there will likely be a commercial need for various insurances which are already available
in the market. From a regulatory perspective, there is a question as to whether there ought to be required
minimum levels of insurance cover for those market participants, in order to protect the public against
the adverse consequences of being unable to hold those market participants to account (eg. due to their
insolvency) in the event that they incur substantial liabilities in Australia (eg. due to product defects).
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ACCESS TO DATA
The potential liability of manufacturers for failures of automated driving systems provides a strong
commercial reason for manufacturers to develop event data recorders that can accurately record the events
leading up to an accident so that the cause(s) of the accident, and the person(s) at fault can be established
after the event.
Indeed, manufacturers can be expected to develop systems that automatically store automotive data and
potentially also transmit the data to the manufacturer so that the manufacturer can easily access it when
needed.
Law enforcement agencies and insurers of automated vehicles (as well as anyone injured by vehicle) will
also want access to this data. Indeed insurers can be expected to make it a requirement of the insurance
policy that the owner of the vehicle allows the insurer to retrieve crash-related data from the vehicle. Insurers
may also want data that will assist them in assessing the risk of insuring a vehicle/driver and determining the
insurance premium. The “AAMI Safe Driver App” on the Apple App Store provides a current example of how
insurers can use such data. Certain data will also be valuable to vehicle maintainers, marketers and others.
Australia does not presently have any specific legislation regulating ownership and access to data
retained by an event data recorder installed in a motor vehicle. Absent agreement to the contrary between
the manufacturer and purchaser of the vehicle, the purchaser/owner of the vehicle will own the data.
Manufacturers and others wanting to access or download the data will need to obtain the agreement of the
owner. The police and other law enforcement or investigative agencies will have a statutory right to access or
download the data in certain circumstances.

PRIVACY
Similar to smart phones and watches, automated vehicles will have the capacity to collect very specific data
about an individual’s habits and preferences. For instance it will have the ability to record data about the
various travel patterns of individuals and visits to points of interest.
We believe that Australia’s existing privacy laws adequately protect any personal information that may be
generated by automated vehicles, and that there is no need to adjust our existing privacy laws to deal with
such information.
In Australia, the privacy of individuals is primarily protected by the Privacy Act 1988 (Cth). This legislation
seeks to balance the protection of the privacy of individuals with the interests of entities in carrying out
their functions or activities. It allows Government agencies, and private sector organisations, to collect
personal information so long as the information is reasonably necessary for one or more of the agency
or organisation’s functions or activities. The Privacy Act also regulates how the information may be used,
disclosed and accessed, and how it must be protected, kept up-to-date and, if inaccurate, corrected.
Under the Privacy Act, “personal information” is defined in section 6 to mean information or an opinion about
an identified individual, or an individual who is reasonably identifiable...”. We think that, generally speaking,
information in a vehicle’s event data recorders will contain “personal information” for the purposes of the
Privacy Act. This means that manufacturers and others will need to comply with the Privacy Act in order to
collect, use and disclose information recorded in an automated vehicle’s event data recorders. An event
data recorder could collect personal information about:
►►the use of the vehicle; and
►►other road users.
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The Privacy Act requires that if the manufacturer or an insurer of a vehicle collects personal information
about an individual for a particular purpose, they will be prohibited from using or disclosing the information for
a secondary purpose unless:
►►the individual has consented to the use or disclosure of the information;
►►the manufacturer or insurer believes that the use or disclosure of the information is reasonably necessary

for one or more law enforcement purposes;

►►the individual would reasonably expect the manufacturer or insurer to use or disclose the information for

the secondary purpose and the secondary purpose is related to the particular purpose for which the
information was collected;

►►the use or disclosure of the information is required or authorised by or under an Australian law or a court/

tribunal order; or

►►the use or disclosure of the information is related to a particular situation which is expressly permitted

under the Act, such as a permitted health situation.

Because the Privacy Act allows information to be used and disclosed with the consent of the individual
concerned, we expect that manufacturers will seek to obtain broad consents from purchasers of vehicles.
However, these consents will not apply to personal information about persons other than the purchaser who
use the vehicle, or personal information about other road users. There are therefore likely to be significant
privacy challenges in relation to the way in which personal information about persons other than the
purchaser/owner of the vehicle is collected, disclosed and used.

CYBERSECURITY
Automated vehicles will employ a broad range of sophisticated technology elements, some of which will
enable connectivity to remote systems and wider networks. In the context of a connected communications
architecture of this kind, the issue of cybersecurity becomes a relevant concern. In today’s world, it is not
inconceivable that an automated vehicle’s security systems could be targeted by hackers or be at risk
from the introduction harmful or malicious code. For instance, suppose hackers were to gain access to the
software or firmware of an automated vehicle manufacturer and override systems in its automated vehicles,
to make each vehicle abruptly turn left without warning. This would have significant consequences for those
vehicles travelling at speed and could result in loss of life, serious injuries and property damage ‒ potentially,
on a large scale. As mentioned in Chapter 4, the manufacturer of an automated vehicle will owe a duty of
care to those who purchase the vehicle to safeguard them against the foreseeable risks of injury when using
the vehicle as intended. This duty will also extend to others who the manufacturer should have reasonably
been aware may be harmed by the vehicle, such as passengers and other road users.
Whether a manufacturer has exercised reasonable care will depend on what can be reasonably expected
of a manufacturer having regard to the state of technical and scientific knowledge at the time the vehicle is
manufactured. It is for this reason that we can expect that manufacturers of automated vehicles will push for
industry standards on cybersecurity measures, to help them demonstrate that they did enough to discharge
their duty of care.
Some have proposed that the cybersecurity risks affecting autonomous cars can broadly be categorised
into three areas: complexity, connectivity and content 8.
Complexity risk refers to the difficulty in securing complex autonomous vehicle technology systems which
include a plethora of data inputs and communication channels. Autonomous vehicles could contain up to
100 million lines of code, compared to 8 million in an F-35 fighter jet.9 Further, the abundance of
interconnected subsystems that exist in in-car audio-visual systems (for example, Bluetooth, GPS systems,
transponders, cell phone chips and radios, which are all interconnected with systems that control the
movement of the vehicle) means that any malware or vulnerabilities in a subsystem could put the entire
vehicle and safety of its passengers at risk.
Connectivity risk is the increased exposure to hackers resulting from the fact that complex systems can be
attacked online. By connecting autonomous vehicles to the internet, traditionally ‘closed’ automotive systems
become open to online hacking threats and sensor-rich systems within the relevant technology environment
(such as brakes, steering, and transmission) also become accessible targets.
8
9

TU Automotive, Cyber Security in the Connected Vehicle Report (2016).
TU Automotive, Cyber Security in the Connected Vehicle Report (2016).
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Content risk relates to the ability for personal and financial information held in automated or connected
cars to be stolen, leading to identity theft, a common goal for cyber-criminals. This is likely to be a growing
concern as third party services (such as in-car credit card purchases) are introduced into autonomous
vehicle technology systems.
To protect against these risks, manufacturers need to have security programs built into their operation
systems and within each automated vehicle. A distributed technology design is critical in this respect and
ideally, security safeguards should be introduced to ringfence mission critical systems from non-critical
subsystems, to reduce the potential exposure to large-scale attacks on automated vehicles and related
infrastructure. Manufacturers may also need to complement these safeguards with suitable warning systems
and, ultimately, appropriate override capabilities ‒ for example, by including conventional braking or steering
mechanisms for the driver to use in the event of system failures.
A real future possibility is the development of common regulations and standards, to provide a uniform
baseline for managing the security of autonomous vehicle technology systems. Such standards might
address manufacturing protections, require validation through rigorous penetration testing, recommend
ongoing security updates and upgrades to existing software versions and otherwise ensure systems are
able to react to real time hacking events. There is a strong argument however that such regulations should
be functional and technology agnostic, so as to be compatible with ongoing innovation and supportive of
a rich diversity of underlying technology solutions. Other cybersecurity risks that should be addressed in
developing appropriate standards include those identified by the NHTSA10 in its Preliminary Statement of
Policy Concerning Automated Vehicles:
►►Security – capability of the system to resist cyber-attacks;
►►Risks – potential gaps in the system that can be compromised by cyber-attacks;
►►Performance – effectiveness of security systems;
►►Unintended consequences – impacts of cybersecurity on performance of the system; and
►►Certification – methods to assure that critical vehicle subsystems such as communications are secure.

One system being built to address cybersecurity concerns is the Security Credential Management System
(SCMS), a system developed by the NHTSA to securely verify the credentials of information communicated
between autonomous vehicles and infrastructure. The aim is to ensure that hackers cannot manipulate
inter-vehicle communications to cause a group of vehicles to misbehave, for example by sending fake safety
messages between cars. Austroads is currently exploring how the SCMS could operate within Australia.
Given the potential risks to public safety, Australian Governments may wish to consider new Australian
Design Rules that impose minimum design requirements to protect automated vehicles from cybersecurity
attacks.

10

National Highway Traffic Safety Administration, the US federal auto safety regulator
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The safety of motor vehicles is currently regulated by road rules, Australian Design Rules and in-service
vehicle standards. Manufacturers are also motivated to produce safe vehicles by Australian product liability
law and the Australian Consumer Law.
Driver licensing requirements also play a role in our current safety assurance framework. Vehicles can only
be driven by persons that have obtained a licence to do so, and licences can only be obtained by a person
demonstrating that they have the minimum competencies needed to safely drive a motor vehicle.
When automated vehicles cease to need a human driver, this element of our safety assurance framework will
disappear. The question then arises whether this element of our current safety assurance framework needs
to be replaced with something else. Do we need further regulation to ensure that automated vehicles can
operate safely without a licenced human driver monitoring the driving task and ready to resume control?
Our sense is that the Australian public will expect our State and Territory road authorities to be satisfied that
the safety benefits of driverless vehicles outweigh the risks, before allowing them to operate without a driver
on our public roads. Accordingly, we expect road authorities will:
►►only allow testing of automated vehicles on open public roads, without a human driver monitoring the

driving task and ready to resume control, when the relevant road authority is satisfied with the level of
testing that has been completed on private or closed roads; and

►►only allow automated vehicles to be registered for use on public roads, without a human driver monitoring

the driving task and ready to resume control, when the relevant road authority is satisfied with the level of
testing that has been completed by the vehicle on open public roads

For the reasons outlines in chapter 2, it would be beneficial if the various road authorities could agree upon
a unified position on the level of testing required and any other criteria that must be met.
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Chapter 8
ON-ROAD TESTING
AND TRIALS
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Automated vehicles will need to be tested on open public roads in Australia, to ensure that they can operate
safely on our roads. Local testing will be an important step in developing trust for the technology amongst
both Australian regulators and the general public.
Our current laws don’t permit automated vehicles to use public roads unless a human driver has proper
control of the vehicle. The limited testing of automated vehicles to date on Australian roads has been
facilitated by the granting of ad-hoc exemptions or by closing the road to the public during the test. South
Australia has amended its Motor Vehicles Act 1959 to facilitate the testing of automated vehicles, but even
these amendments are based on the granting of conditional exemptions on a case by case basis.
This situation is not optimal. Road closures are inconvenient, and the granting of ad-hoc exemptions will,
over the longer term, result in a patchwork of exemption conditions that will result in higher than necessary
costs of compliance. This inefficient system may deter manufacturers from conducting testing in Australia,
which could delay the deployment of automated vehicles in Australia and the associated safety and other
societal benefits.
The testing of automated vehicles is also set to become a significant industry in its own right. For example,
at the Roads Australia Summit this year, one presenter from the US spoke about dedicated testing facilities
that have been established in the US to allow testing of automated vehicles (away from the public) to
demonstrate that they are sufficiently safe before proceeding to testing on public roads. These facilities have
been established by private companies that then hire them to automated vehicle manufacturers. They are
already fully booked for years. These testing facilities are likely to become hubs for businesses that support
the automated vehicle industry.
It is probably unrealistic to expect manufacturers to conduct initial (private road) testing in Australia,
given most manufacturers would prefer to conduct initial testing activities at locations that are close to
their engineering and manufacturing facilities. However, an opportunity exists for Australia to provide an
environment in which manufacturers can conduct significant testing on open public roads in a wide variety of
climatic and other conditions. If our States and Territories can reach a unified position on the requirements
that manufacturers must satisfy to conduct such testing and, ultimately, for the vehicles to be registered for
use on our roads by the public, Australia could become one of the first countries in which driverless cars are
widely deployed. This would facilitate not only early access to the road safety, mobility and other benefits
that driverless vehicles offer, but also facilitate the local development of associated industries and know-how
that can be exported around the world.
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