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Overview
Thank you for the opportunity to present our Cyber capability to you.
Clayton Utz's Forensic Technology Services (FTS) team includes a growing Cyber
practice, backed by our broader capabilities including forensic investigation, forensic
accounting, data analytics and forensic technology.
Our Cyber experts are equipped with market-leading software, tools, and hardware to aid
them in providing clients with end-to-end service and products, and on demand
assistance. Our offering includes:
•

digital forensics and incident response;

•

cyber intelligence;

•

security assessments and penetration testing;

•

threat simulation exercises;

•

training; and more.

The Cyber team's technology experts regularly support legal teams during data breaches,
investigations, privacy and cyber security assessments, and intelligence collection in
order to assess threats, business assets, people and malware. In turn, our Cyber offering
is supported by our full legal service offering, providing clients with a "one-stop-shop".
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OUR SERVICES
The below outlines just some of the high-level Cyber services our FTS team offers.
CLAYTON UTZ'S INFORMATION
SECURITY
Clayton Utz was the first large Australian law firm to be
awarded the internationally recognised ISO27001
certification for our information security policies and
procedures. The firm has upheld this certification since
2015. ISO27001 certified means Clayton Utz has been
independently assessed as having a robust "whole-of-firm"
framework for information security, which goes well beyond
IT systems security.
The firm's information security framework meets an
internationally recognised, best practice standard, the firm
however recognises that standards evolve and as such we
are continually keeping up to date with new standards and
looking to build on our existing security practices.

LEADING TOOLS
Our highly trained team provide cost effective, technologybased solutions to solve complex problems. We use the
latest advanced digital forensic investigation tools to
process, analyse and locate critical facts across vast
amounts of data.

INTEGRATED SERVICE OFFERING
By combining our forensic and legal expertise, we help our
clients identify, mitigate and manage risk in an efficient and
cost effective manner.

MARKET LEADING EXPERTS
We bring together a team of highly trained and experienced
forensic accountants, investigators, data analysts,
mathematicians, actuaries, IT experts, lawyers and
paralegals with past experience at ASIC, APRA, ATO and
the AFP to name a few.

DATA BREACH & INCIDENT RESPONSE
We are the only Australian law firm who can provide an end-to-end, comprehensive Digital Forensics and
Incident Response (DFIR) services completely in-house. Within our FTS team, we have Investigation, DFIR,
Legal, Accounting, Data Analytics, Cyber Intelligence, eDiscovery, and Crisis Management specialists. Our
FTS and legal teams work seamlessly together, taking into consideration the legal implications, reporting
requirements, and insurance considerations arising from a confidential data loss incident, while preserving your
confidentiality at all times. Services can be supplied end-to-end or on an as-and-what-you-need basis.

DIGITAL FORENSIC INVESTIGATION
Beyond the collection and analysis of digital data from computers, tablets, and cloud services our team also
offers a number of advanced techniques in areas of document fraud, network packet capture, covert acquisition
options, and more. All data is stored in our secure and regularly audited environment which we can maintain
after your matter if you come to need the information again. Our team have experience producing reports and
affidavits for both small and large matters.

INTELLIGENCE
Clayton Utz runs a holistic intelligence service covering threat actors, business entities, online services and
more. Our platform has been used for analysis activities such as evaluating risks related to Modern Slavey,
finding missing persons, advising on blackmail and ransom demands, capturing leaked data, and providing
near real time social media and chatter coverage during crisis management. Whether it's an ongoing
monitoring service you require, or a one time mission, our team can support you.

VULNERABILITY ASSESSMENT & PENETRATION TESTING
Clayton Utz's in-house Penetration Testing service can support your business in confirming assumptions in
privacy impact statements, as well as assist in identifying the vulnerabilities that you need to be aware of in
order to secure your business from current threats. Our team relies on experience gained from managing and
responding to real world cyber threats, which allows us to provide realistic cyber risk assessments and cyber
security advice as part of our penetration testing offering.

Our people
Paul Fontanot
Partner, Forensic & T echnology Services
+61 2 9353 4801
pfontanot@claytonutz.com

Paul is a Chartered Accountant and licensed forensic investigator, with extensive
experience in management, communication, and corporate governance, having
worked with Boards and Audit Committees to address business risks (including
financial crime, regulatory, cyber).
Paul has worked with many multinational clients and Government agencies to
identify and manage fraud and corruption risk, as well as cyber risk. His
experience includes conducting fraud and regulatory investigations, designing and
implementing Anti-Fraud/Corruption programs, along with corporate compliance
programs by managing IT forensic analysis, preservation and data review
engagements.
Paul has led a litany of multi-disciplinary investigations leading Cyber Security,
Digital Forensics, eDiscovery, Forensic Accounting and Data Science teams.
Experience
Accounts Payable scheme: Conducted a cyber breach investigation into social
networking whereby organised group of hackers managed to convince our client
that the vendors banking details has changed before our client made a payment.
Cyber breach investigation (Australian Government): Investigations into
allegation of "Cabinet in Confidence" documentation being leaked to the media.
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Lex Burke
Director, Forensic & T echnology Services
+61 2 9353 4241
lex burke@claytonutz.com

Lex leads the Cyber capability of the FTS team. Lex has accumulated extensive
experience in Enterprise IT specialising in the areas of Digital Forensics, Incident
Response and Intelligence. He has assisted companies manage threats such as
Ransomware, Stock Fraud, Insider Threat, Extortion, Document Fraud and more.
Lex's diverse clients have ranged from International Banks and Critical
Infrastructure to Start-ups and NFP's. Lex frequently speaks on topics such as
Cyber Security, Multimedia Forensics, and IT Governance.
Experience
Forensic analysis of fraudulent digital documents (Australian University):
Conducted a confidential investigation analysing documents which could not be
verified from an international government and associated education institution.
Combined intelligence collection, signal analysis, and document analysis
expertise to accurately identify heavily modified but copied signatures,
inconsistencies in official government documents, and other specific
modifications.
Accounting and insurance (multiple organisations): Responded to a number
of Ransomware cases as part of the Cyber Response panel for an Insurance
company. These involved circumstances where attackers breached and crippled
victim networks by encrypting their important information. In each case, the
company had most, if not all, of their data returned and was able to resume
normal business operations without paying a ransom.

Michael Ransom
Manager, Forensic & T echnology
Serv ices
+ 61 8 9426 8270
m ransom@claytonutz.com

Chris Courtis
Senior Manager, Forensic &
T echnology Services
+61 2 9353 4245
ccourtis@claytonutz.com
Chris works as part of the Cyber capability in the FTS team,
leading operational activities within the area of Digital Forensics
and Incident Response. His work ranges from end-to-end Digital
Forensic & Incident Response activities to security hardening
and proactive threat hunting across a range of different
industries. Chris's work has contributed to reports published by
the Auditor General, and he is a regular contributor to the
Australian Cyber Security community at large.
Ex perience
Cyber Incident Response (not-for-profit Organisation):
Conducted an Incident Response on behalf of an organisation
with more than 50 locations. They had experienced a digital
intrusion that resulted in a data loss incident across a number of
their locations. Our team identified the attacker's access
methodology, linking them back to a former member of staff.
After containing the attacker's access, we were able to track the
attacker's movements across multiple office locations and
administrator accounts. Our team identified key data which was
accessed and destroyed, and provided accurate reporting and
analysis to their legal representation supporting both breach
disclosure and insurance claims.
Breach detection and network auditing (Australian
Government): Engagement conducted on behalf of a state
Auditor General's office. Network monitoring was set up in a
number of government departments in order to detect cyber
security and policy breaches. The outcome of this investigation
resulted in a publically disclosed report published by the Auditor
General.
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Michael works within the Cyber capability of FTS, leading
operational activities in the areas of Proactive Vulnerability
Assessment and Penetration Testing. Michael has a strong
background in planning, executing and delivering penetration
testings services as well as providing clients with up to date
balanced cyber security advice.
Michael has worked with many corporate and government
clients in security testing of a variety cyber-risk and penetration
testing engagements. His experience includes conducting
penetration tests on critical infrastructure as well as on large
corporate networks and applications.
Ex perience
Infrastructure Penetration Test (State Government):
Conducted both an external and internal penetration test for a
large state government agency with over 5,000 employees and
locations spread across the state. The findings from the
penetration test assisted the government department in
creating a cyber security uplift plan, enabling them to better
secure the department and the data it held.
Application Penetration Test (Bitcoin Exchange):
Performed an application penetration test on behalf of a new
bitcoin exchange. Based on findings from the penetration test
the exchange was able to better secure their application as
well as their supporting infrastructure, enabling them to better
resist targeted attacks on their application.

Cam La
Senior Consultant, Forensic &
T echnology Services
+ 61 2 9353 4822
cla@ claytonutz.com
Cam is a technologist and cyber security professional with
experience advising clients across government, industrial and
manufacturing industries. She has more than 10 years multidisciplinary experience in security, technology and innovation.
Cam's background in design and engineering combined with
her experience in Automation, Forensic Technology and Cyber
Security provides a unique perspective in understanding and
solving problems.
Ex perience
Notifiable Data Breach Response (Transport provider):
Conducted Incident Response on behalf of an organisation
whose website was inadvertently exposing Personally
Identifiable Information (PII). Utilising large scale data analysis,
we narrowed down the pool of potentially affected users from
16 million website requests to a handful of people. The client
used this information to notify potentially affected customers
and report the incident to the Office of Australian Information
Commissioner.
Governance, Risk and Compliance (Legal Services):
Conducted advice work on behalf of an organisation seeking to
securely store Australian Government classified material.
Provided advice based on information security best practices in
support of the security assessment against the Australian
Government Information Security Manual (ISM) standards. The
client's environment was successfully endorsed by the Infosec
Registered Assessors Program (IRAP).
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